C l\ /l Multi-Factor Authentication
CollegeoftheMainlandj (MFA) for POrtaI Guard
Multi-Factor Authentication (MFA) adds an extra layer of

security when accessing HHS data and applications. You
must register for MFA to access VPN and Office 365
applications such as Teams, SharePoint, and Outlook Web
Access.

How to register your account for Multi-Factor Authentication

Sign into your COM Account via our SSO portal:

1. Go to COM home page www.com.edu and click the COM Login

. If you are on a computer COM Login is located at the top right of the page.
o If you are on a mobile device click on the three line menu to drop down the
main menu then click on COM Login (Il\/l
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2. Enter your COM email address and password on the COM Single Sign On Portal login.
Click Login

aM | College of the Mainland

Single Sign-On | Frequent Questions
for students and
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Your secure gateway to online services.
Just sign in with your COM account and
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3. If you have not registered your account with a Mobile Authenticator App,and you
did NOT get the prompt when you logged in, click on your account name to open a
drop down menu. (Skip to step 5 if you were prompted to enroll at login)

Then choose Edit Profile (Continue to step 4)

& comdae v

& comdoa v

a8 Edit Profile
= Logout

Academic Catalog COM Email COM Library

4. On the Account Management Screen expand the last option called Mobile
Authenticator

Choose your phone type then click Continue.

Skip step 5 and continue the enrollment on step 6.

(M | College of theMainland &

Account Details & Activity

Registered Email Address

Multi-Factor Delivery Methods

Mobile Authenticator
Mobile Authenticator

Phone Type

[ iPhone v)

Android
BlackBerry
Windows
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5. If you were prompted at login to enroll your account with a Mobile Authenticator,
choose your phone type then click Continue.

T — s — —

MOBILE AUTHENTICATOR ENROLLMENT

Please first download and install the Google Authenticator

. Phone Type
or PortalGuard Password Reset app from the appropriate
app store for your phone. iPhone w
When ready, please choose your phone type and enter a iPhone
description to continue. 5

P Android
BlackBerry

Phone Type windows

iPhone v

Entry Description
College of the Mainland MFA (comdoe)

( continue )

6. Using your phone, download the Authenticator App you want to use.
(Skip this step if you already have either Microsoft or Google Authenticator

App.
ixd
l'l

Google Microsoft Google Microsoft
Authenticator Authenticator Authenticator Authenticator

’J
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Using the Microsoft Authenticator App. 9

a. Open the Microsoft Authenticator app and click on the plus in the top right corner of
the app.

4:20

= Authenticator

College of the Mainland

& G - -
R Microsoft

gmail.com

b. Select Work or School account. If the QR Code is on the computer then select
Scan QR Code. If the QR code is on you mobile device then select Sign In

4:20 w! 7 68

< Add account
Add work or school account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

=. Personal account Slgn in Scan QR code

[ ] |
Work or school account
=

Other (Google, Facebook, etc.)

c. Scan the QR code on the computer to associate the Authenticator app with your
COM account or Sign in using your COM username and password.

Then enter the randomized Passcode in the 2nd Factor / One Time Passcode
field. Click Continue to complete the Authenticator app registration.

MOBILE AUTHENTICATOR
. ENROLLMENT
g College of the Mainland MFA (comdoe)

) 1) Please use mobile app to scan the GR code below.
College of the Mainland MFA (comdoe) ]

510160 G

MOBILE AUTHENTICATOR ENROLLMENT

Continue logging in

2) Now enter the OTP it generates in the field below to
finish enroliment.

& 2nd Factor / One Time Passcode
510160

( Continue )
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Using the Google Authenticator App. *

a. Open the Google Authenticator app on your

phone and click on the plus 5 in the bottom
right corner of the app.

b. Click the Camera icon to scan the barcode on the computer monitor.

< Scan a QR code = >

Enter a setup key

X

c. After your COM account has connected to your mobile authenticator app Enter the
randomized Passcode in the 2nd Factor / One Time Passcode field. You have 30
seconds to enter the code before a new passcode will be generate.

—_

MOBILE AUTHENTICATOR
ENROLLMENT

1) Please use mobile app to scan the GR code balow.

College of the Mainland MFA (comdoe)

494 270 ®

MOBILE AUTHENTICATOR ENROLLMENT

Mobile Auth Enabled Successfully

Continue logging in

2) Now enter the OTP it generates in the field below to
finish enrollment. I

& 2nd Factor / One Time Passcode
494270

( Continue )
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Add/Update Email Authentication

1. Log into the COM Login on the COM Website:
2. Click on your username at the top of the page and click Edit Profile
from the dropdown menu.

- comdoa ~

(@ I\’I|(k)]lcg,crgf'd)cu'\'h11|1lalld & comdoe ¥ N
j 10-0n-R &  Edit Profile
® Logout

2

Academic Catalog COM Email COM Library

4 N N N

3. Click on Registered Email Address
4. Click on Add New Email or Change my Email

Account vw*’ v -

Account Details & Activity

Registored Email Address >
|
Registered Email Address
& eg

Email Address:

Confirmed On:
Change my email

. - »
Muiti-Factor Delivery Methods v
Registered Phones v
Mobile Authenticator v I
Remembered Browser Sessions v

g <

5. Enter your personal email address and click Continue. (Do not enter
your COM email)

Email Enroliment
Please enter your email address below to enroll. A test OTP will be sent immediately for confirmation.

( Continue ) ( Cancel )

6. Access the email account you just entered and retrieve the Passcode
from your verification email. Enter the passcode on the Account
Management page.

New OTP for email address enrollment

. noreply@onbio-key.com via amazonses.com Q
P WEDJUL263:11PM -

©

Here is your one-time use passcode: 5462
Enter this value to continue enrolling your email address.
You can delete this message immediately after use.

It could take 10 to 15 seconds to be delivered. Upon receipt, please enter the OTP below to continue.

2nd Factor / One Time Passcode 5462

( e ) ( =
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